Cisco SF300 Prendre la main en SSH

Aller dans Security - TCP/UDP services : Activer SSH

Host M; I 4 "
A TCP/UDP Services
TACACS+ HTTP Service: [~| Enable
RADIUS .
Password Strength HTTPS Sewice: || Enable
» Maml Access Method SNMF Service: [ | Enable
Management Access Auther Telnet Service: [ | Enable

Secure Sensitive Data Mans
SSL Server

SSL Server Aulhentication S m

~ SSH Server
85H User Authentication
SSH Server Authenticatior
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S5H Service, [] Enable
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TCP Service Table

+ SSH Client Service Name | Type | Local IP Address | Local Port | Remole IP Address = Remote Port | State
88H User Authentication HTTP TCP All a0 Al 0 Listen
SSH Server Authenticatior HTTFS TCP Al 443 All 0 Listen
HTTP TCP 152 168 3 231 80 192 168.3.26 49742  Established
Change User Password on SSH stablishe
HTTF TCP  192.168.3 231 80 192 163.3.26 49743  Eslablished
Storm Control HTTP TCPE Al a0 Al 0 Listen
Porl Security HTTPS TCF6 Al 443 Al 0 Listen
» 802 1X/MAC/\Web Authentic
Denmartine
.
Créer un compte dans User Accounts

Password Recovery Service: [~| Enable

System Settings

Congole Settings fsapply| [ cancel |

CILATE] | User Account Table
Idle Session Timeout
User Name User Level
» Time Settings
[] ssh Read/Write Management Access (15)
[C] cisco Read/Write Management Access (15)
| Add. i elete

Puis se connecter avec Putty ; le switch doit afficher un message d’alerte pour la clé

#8 PuTTY Configuration b4

PuTTY Security Alert -
Category:
- Session Basic options for your PuTT session
TBML“:‘Z‘“'“” Specify the destination you want to connect to Th , . i .
e eboard Hoat Name (or IP addresa) Port I e server's host key is not cuchc-:! in the registry, You
Bel [192.165 v | [22 | ! have no guarantee that the server is the computer you
e WTEEE::;@ (C%",::f‘mgfc,c,nm Sz ) T t'rhl'::l::nlr::lr': rsal key fingerprint is:
Behaviour Load, save or deiete a stored session ssh-rsa 2048 4f:¢ 5 3b: b9 f 3 be:DR: Tel:Ga: 5el:63:22:31:df: 5b:fa
| é::;a::f" |i?;’:ﬂd Seadars | If wou trust this host, hit Ves to add the key te
i Colours Setings = PuTTY's cache and carry on connecting,
= Cﬂﬂzﬂm — If you want to carry on connecting just once, without
Prosy save adding the key to the cache, hit Mo,
- Telnet Delete If you do not trust this host, hit Cancel to abandon the
Riogn connection.
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Puis la connexion s”’effectue

EP 192,168.3.231 - PuTTY




