Serveurs Vpn Sous PfSense : TLS Inter-Sites

Schéma

Création des certificats

Serveur 1

Serveur 2

1 créer 'autorité de certification et son certificat

1 “importer le certificat de I'autorité

aller dans System Certificates Onglet CA

aller dans System Certificates Onglet CA

+ add et saisir les champs

System / Certificate Manager/ CAs/ Edit

Certificate: artificate Revocstion

GCreate / Edit GA

Descriptive name

Method

Internal Certificate Authority

Key length (bits) a5

Digest Algorithm

Lifetime (days) 3650

Common Name
Tha following certificale autherity subject companents ara optional and may ba left blan
Country Code
State or Province | Grand Est
city | wmerz
Organization
Organizational Unit [ 5ia|
Save

+ add puis importer le certificat de I'autorité

Add/Sign & New Certificate

Method | Graste an imemal Certiinste

Internal Certificate

Cortificats authority | Siomerz
Koy langth

Digest Algorithm | shezss

Country Code

StatoorProvings | Grand-F
oy ez

Qrganization

rganizationsl Unit

Certificate Attributes

AtTibta Notas  Th folloning stirbutes are sdded o certficates and requests when they =re crested ¢




Exporter le certificat de I'autorité. Utiliser WinSCP pour faire transiter les fichiers si vous avez des

clients Linux.

CAs Certificates  Certificate Revocation

Si votre client est en Windows préférer un éditeur de texte

comme notepad++.
Name Internal  Issuer Certificates Distinguished Name In Use Actions
CAssd self-signed 2 ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=CA-ssd, C=FR OpenVPNServer & #FQy
Valid From: Wed, 20 Nov 2019 14:46:56 +0000
Valid Until: Thu, 19 Nov 2020 14:46:56 +0000

Pour importer, on colle 'ensemble de la clé ou des données

System / Certificate Manager/ CAs/ Edit

Create

Descriptive name

Method

import an existing Certiicate Authonty

Existing Certifi

ADANBgKqhk i GIWOBAQEFAASCAMEWG JAAQEAAOGBANTVGLKNZZ2dt DGV
gA01hhAKiCow/LMN6VZNOC fvﬂKrdnA Yreaq ,muuhxvmvmmnmunw 76Q
AYEOF733VXMCYB/T71 1 CAR11716YITF
'|‘A<V~Kﬁuvhucwem<bsrpyr0rA'nIAQNBAAECGVEMISnn-H TOmIonQboSwsh3D/
hFQGMN72/4a/c5b41EOKSTf21t1A/8ICUN7F/0XCU4XaDNLN1R/aTQaRKR+3BV+1
OtEARE6ONVWEGHS1X1y1S JWWAF ZOXr8QVABEDSCMXGF413MPAE f 1DKIWGHRKL|
YpXewYquo71JpChMqoBCQQDWWMSEE 7BpGr 20R2RR5/NVELw+aWnPx1k/ZMPhr 7hP
Key (optional) | m4npBUKLB1A10CPLQGERBUNX /UK teihGVPRIMW2KATQPAKEA4rBOMCP/ T1GeUakb
q8/34
j ypYGdpa4
DHU7UCQBIrZLeNdNtVATZ4KDNYVEZYtSO1Ms JU9
1qdvTIt+70A56bBKUKhWa0l fqEUCQF230H]X
meuca h1tnCXGOPTIZ1DBUTKBUB+ASWOW] adRtYOpa]4U+J8Df 4+7axTyh/
dgwR} 1PT1UMQEE=

Certificate Private

Vous devez obtenir quelque chose d’approchant

% pf2.dom-ssd- System:C x | +

7 pfS1.dom-ssd.lan-Syst x | + Corbeille <

C  ® Notsecure | 10.214.199.65/system_camanager.php
e C @No

[Zisense

e | 10.209.199.65/system_camanager.php

COMMUNITY EDITION

E System / Certificate Manager/ CAs
System / Certificate Manager / CAs

CAs Certificates  Certificate Revocation
CAs Certificates Certificate Revocation

R—
Certificate Authorities
Name  Internal  Issuer Certificates Distinguished Name
Name Internal Issuer Certificates Distinguished Name
CAssd « self-signed 0 ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=CA-ssd, C=FR
CAssd ¢ self-signed 2 ST=GE, OU=Sisr, 0=Sio, [\

Valid From: Wed, 20 Nov 2019 14:46:56 +0000

Valid From: Wed, 20 Nov 2| Valid Until: Thu, 19 Nov 2020 14:46:56 +0000
Valid Until: Thu, 19 Nov 20: X

2 créer le certificat du serveur principal




dans Certificates - faire Add et créer le certificat serveur .
Attention : dans les attributs de certificat, choisir serveur et a faire le lien avec les
informations de I'autorité de certification précédemment créée

Cer ate Attributes

Atribute Notes  The following attributes are added to certificates and requests when they are ¢

differently depending on the selected mode.

For Internal Certificates, these attributes are added directly to the certificate ac

Certificate Type User Certificate M
Server Certificate sed for placing us
User Certificate
Alternative Names FQDN or Hostname "
Type Value

Fnter additinnal identifiars far the certifinate in this list The Cammon Name fial

3 créer le certificat du serveur 2

3’ Importer le certificat client depuis le serveur principal

Exporter le certificat et la clé

CAs Certificates

Certificates

Certificate Revocation

Name Issuer Distinguished Name InUse Actions
webConfigurator default self- 0=pfSense webConfigurator Self-Signed Certificate, CN=pfSense- #AED
(5dd54b8ocodSh) signed  5dd54b8cccost €
Server Certificate
CA:No Valid From: Wed, 20 Nov 2019 14:19:56 +0000
Server: Yes Valid Until: Men, 12 May 2025 14:1%:56 +0000
SRV-Crt CA-ssd  ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=SRV-PF1-Crt, C=FR € OpenveN WA
Server Certificate Server
A No Valid From: Wed, 20 Nov 2019 14:48:30 +0000
Valid Until: Fri, 16 Nov 2029 14:48:30 +0000
Server: Yes
clt-Pf2 CAssd  ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=CIt-Pf2, c=FR € LA
User Certificate
CA:No Valid From: Wed, 20 Nov 2019 15:02:37 +0000
Valid Until: Thu, 19 Nov 2020 15:02:37 +0000
Server:No

dans Certificates - faire Add et importer le certificat et la clé
du client

Le nom est différent a I'affichage mais les données et les clés sont identiques.

SRV-Crt CA-ssd  ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=SRV-PF1-C (5dd54b7730d4d) signed
S Certificate
CZVS' erneste Valid From: Wed, 20 Nov 2019 14:48:30 +0000 Server Certificate
:No
Valid Until: Fri, 16 Nov 2029 14:48:30 +0000 CA:Ne
Server: Yes Server: Yes
Cit-Pf2 CA-ssd  ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=Ch-Pf2, C= Srv-cht Ch-ssd
User Certificate CA:No
Valid From: Wed, 20 Nov 2019 15:02:37 +0000
CA:No Server: No

Valid Until: Thu, 19 Nov 2020 15:02:37 +0000
Server:No

s5ddsab7730dad €

Valid From: Wed, 20 Nov 2019 14:19:35 +0000
Valid Until: Mon, 12 May 2025 14:19:35 +0000

ST=GE, OU=Sisr, 0=Sio, L=Metz, CN=CIt-Pf2, C=FR €

Valid From: Wed, 20 Nov 2019 15:02:37 +0000
Valid Until: Thu, 19 Nev 2020 15:02:37 +0000




Création du VPN

Petite recommandation : créer une regle sur les deux serveurs pour laisser passer le protocole ICMP sur 'interface Wan, le temps du réglage.

Firewall{ Rules/ Edit

Action | Pass

Disabled Disabe this rule

ICHP Subtypes

Ensuite aller dans le Menu VPN,

OpenVPN, aller dans 'onglet serveur et Add/
Saisir les infos toujours en cohérence avec les infos des certificats.
UDP est plus rapide pour les liaisons site a site.

OpenVPN, aller dans 'onglet client et Add/

Saisir les infos en cohérence avec le 1 serveur

Loeal port

Description
Cryptographic Settings

LS Configuration @ Use 3 TLS Key

TLSKey

TLS Key Usage Mode

Importer la clé TLS




Pour TLS : choisir générer. Sauvegarder la configuration puis rouvrir la page et copier la
clé TLS dans un fichier qui sera exporté sur le serveur 2.

Saisir les parametres de réseau

I pfS1.dom-ssd.lan - VP!

X | & Chrome Web Store-Extc x | * Do

% pf2.dom-ssd - VPN: Ope

x | [ docpfsense.org x| +

C (@ Notsecure | 10.209.199 65/vpn_openvpn_server php?act=edit&i = C (@ Notsecure | 10.214.199.65/vpn_openvpn_client.p
IPv4 Tunnel 10.8.199.0/30
IPv4 Tunnel 10.8.199.0/30
Network
Network o ) ) This is the IPv4 virtual network used for private communications |
e This is the IPv4 virtual network used for private comm
- notation (e.g. 10.0.8.0/24). The second usable address in the net
notation (e.g. 10.0.8.0/24). The first usable address i
blank if the server is capable of providing addresses to clients
remaining usable addresses will be assigned to conneg
IPv6 Tunnel
IPv6 Tunnel Network
Network This is the IPv6 virtual network used for private communications |
This is the IPv6 virtual network used for private comm . S .
notation (e.g. feB0:/64). When set static using this field, the :2 ac
notation (e.g. feB0:/64). The =1 address in the networ ) ) ..
: . . interface. Leave blank if the server is capable of providing addres:
addresses will be assigned to connecting clients
IPv4 Remote
Redirect IPv4 [ Force all client-generated IPv4 traffic through the ] network(s) 10:209.199.0/26
Gateway IPv4 networks that will be routed through the tunnel, so that a sit
changing the routing tables. Expressed as a comma-separated lis
Redirect IPv6 [_J Force all client-generated IPv6 traffic through the enter the remote LAN/s here. May be left blank for non site-to-site
Gateway
IPv6 Remote
IP‘MLT‘“I 10.209.199.64/26 network(s) These are the IPv6 networks that will be routed through the tunne
network(s) IPv4 networks that will be accessible from the remote manually changing the routing tables. Expressed as a comma-sej
ranges. This may be left blank if not adding a route to VPN, enter the remote LAN/s here. May be left blank for non site-t
generally set to the LAN network
Limit cutgoing Between 100 and 100,000,000 bytes/sec
IPv6 Local bandwidth . X R )
. Maximum outgoing bandwidth for this tunnel. Leave empty for nc
network(s) IPv6 networks that will be accessible from the remote bytes/sec and 100 Mbytes/sec (entered as bytes per second). No
IP/PREFIX. This may be left blank if not adding a rout
is generally set to the LAN network. Compression Disable Compression, retain compression packet frami v
Compress tunnel packets using the LZO algorithm.
IPv4Rem:te 10.214.199.64/26 Compression can potentially increase throughput but may allow :
network(s) o4 networks that will be routed through the tunnel, compressed plaintext traversing the VPN (e.g. HTTP). Before ena

La création d’un service VPN client ou serveur génere une nouvelle carte réseau. Il faut aller dans le menu Interface de chaque serveur pour assigner les

cartes Vpn. Il faudra ensuite les activer.




Interface Assignments  Interface Groups ~ Wireless VLANs QinQs PPPs  GRE = |l Picty
— 5 (2] Publ
Interface Network port = (E] Tem
WAN hn1(00:15:5d:01:13:2d)
® [Dlib
LAN hn0 (00:15:5d:01:13:2¢) 7]
© lost+four
Available network ports: ovpns1 () @ [Jmedia
i mnt
o
= [(Jopt
= [Jproc
Interfaces that are configured as members of a lagg(4) interface will not be shown ‘,__I
e root

Interface Network port

WAN hn (00:15:5d:01:13:93)
LAN hn0 (00:15:54:01:13:92)
Available network ports: ovpnel ()

< C @ Notsecure | 1021419965

Fisense

NITY EDITIO

Interfaces / OPT1 (ovpnc1)

v General Configuration
v Enable [#] Enableinterface

Description 0PT1

Enter a description (name) for the interf:

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.

IPv4/IPvé  This interface type does not support mai
Configuration

Création des regles

Il faut autoriser le trafic entre les sites —
A faire par étapes : quel interfaces quels réseaux
Autorisé au plus large puis réduire.

Le tunnel est établi

C @ Notsecure | 10.209.199.65/statu

Plisense

COMMUNITY EDITION

Status / OpenVPN

Peer to Peer Server Instance Statistics

Name Status Connected Since Virtual Address

Server UDP4:1194  up Sun Nov 24 17:10:52 2019 10.8.199.1

Bl pf2.dom-ssd- Status:Op % | +

< C (@ Notsecure | 10.214.199.65/sta

Plisense

ITI

Status / OpenVPN

Client Instance Statistics

Bytes Sent/Received

Name Status Connected Since
Client up
uDP4 2019

pf2.dom-ssd - Status: OpenVPN - Chromium

Local Address

SunNov2417:10:52  10.0.214.199:59604 10.8.199.2

Virtual Address Remote Host

10.0.209.199:1194 5KiB/4KiB

= 2

Service

oc
@




